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DETAILED ACTION 

1. Claims 5, 8-10, 18-19 and 23-30 are pending in tliis application. 

2. Claims 5, 18, 23 and 26 are currently amended. 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office Action. 

Continued Examination Under 37 CFR 1.114 

4. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on March 
01 , 2010 has been entered. 

Claim Rejections - 35 USC § 101 

5. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

6. Claims 26-30 are rejected under U.S.C. 101 because the claimed invention is 
directed to a non-statutory subject matter. 

As to Claims 26-30, these Claims recite "computer readable storage medium" 
which could be interpreted as non statutory subject matter. No definition of a "computer 
readable storage medium" was provided in specification. Given a broader interpretation. 
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"computer readable storage medium" could be carrier wave/signals. The Claims do not 
fall within the statutory classes listed in 35 USC 101 They are not statutory because 
signals do not fall within any of the four statutory categories of inventions due to their 
transitory nature, see In re Nuijten, 500 F. 33d 1346, 1357 (Fed. Cir. 2007). 

Claim Rejections - 35 USC § 103 

7. Claims 5, 8-10, 18-19 and 23-30 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lerner (Patent No.: US 6,954,799 B2) and further in view of Cocotis 
et al. (Pub. No.: US 2003/0078965 A1 ) (hereinafter, "Cocotis) and Belfiore et al. (Patent 
No.: US 6,990,513 B2) (hereinafter, "Belfiore"). 

8. As to claim 5, Lerner discloses a method for integrating applications hosted at 
different enterprises separated by at least one firewall, the method comprising steps of: 

receiving high level business data from a source application program at an agent 
device operating as a spoke in a first hub and spoke integration system, wherein the 
agent device comprises an encryption engine (FIG. 3, col. 7, lines 1 1-67 to col. 8, lines 
1-16, "there is provided the message queuing middleware 370 similar in operation and 
function to the message queuing middleware 350. Similarly, the encryption/decryption 
engine 380 is configured to encrypt and decrypt data as with the encryption/decryption 
engine 340."; "the message broker based architecture shown in FIG. 3 contains a 
message broker component which provides message routing and transformation 
services in the "hub" of the "hub and spoke" arrangement ."): 



Application/Control Number: 10/712,665 Page 4 

Art Unit: 2435 

using tlie agent device for encoding the high level business data according to a 
message queuing protocol to provide an MQ message to an MQ server operating as a 
hub in a second hub and spoke integration system separated from the first hub and 
spoke integration system by the Internet (FIG. 3, col. 7, lines 1 1-67 to col. 8, lines 1-16); 

using an encryption engine for encrypting the MQ message to provide an 
encrypted MQ message (FIG. 3, col. 7, lines 11-67 to col. 8, lines 1-16); 

using the first queue manager for storing the encrypted MQ message for delivery 
to the MQ server until said MQ server is ready (FIG. 3, col. 7, lines 1 1-67 to col. 8, lines 
1-16, "The message queuing middleware 350 is configured to package data into 
messages and assure their delivery , even over unreliable transport media such as the 
internet."); and 

transmitting, via the Internet using HTTP, the encrypted MQ message to the MQ 
server (FIG. 3, col. 7, lines 11-67 to col. 8, lines 1-16), 

using a second queue manager at the second hub and spoke integration system 
for decrypting the encrypted MQ message to produce a decrypted MQ message (FIG. 
3, col. 7, lines 11-67 to col. 8, lines 1-16); 

using a second agent device for decoding the decrypted MQ message to recover 
the high level business data (FIG. 3, col. 7, lines 11-67 to col. 8, lines 1-16); 

using the MQ server for processing of the high level business data when 
received (FIG. 3, col. 7, lines 11-67 to col. 8, lines 1-16). 

Although Lerner teaches the concept of hub and spokes integration system (col. 
8, lines 1-16), Lerner doesn't explicitly disclose an encryption engine integrated into the 



Application/Control Number: 10/712,665 Page 5 

Art Unit: 2435 

agent device for encrypting the MQ message using Hyper-Text Transport Protocol 
Secure (HTTPS) to provide an encrypted MQ message; transmitting, via the Internet 
using HTTP and MQ Series Internet Passthrough (MQ IPT); wherein the high level 
business data passes through a first demilitarized zone and a second demilitarized zone 
in order to reach the MQ server; wherein the first and second demilitarized zones each 
comprise at least one firewall separating its resident queue manager from the Internet. 

However, Cocotis discloses wherein the high level business data passes through 
a first demilitarized zone and a second demilitarized zone in order to reach the MQ 
server; wherein the first and second demilitarized zones each comprise at least one 
firewall separating its resident queue manager from the Internet (FIG. 8, which 
describes DMZ zones, see also [0378], which provides a secure pass-though through a 
firewall.). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lerner as taught by Cocotis in 
order to make sure LAN devices are secure by separating them from the Internet. 

Although Learner discloses encryption engine for encrypting MQ messages (FIG. 
3), neither Learner nor Cocotis explicitly disclose an encryption engine integrated into 
the agent device for encrypting the MQ message using Hyper-Text Transport Protocol 
Secure (HTTPS) to provide an encrypted MQ message. It should be noted that using 
HTTPS to transmit secure data is well known in the art. Furthermore, Belfiore discloses 
an encryption engine integrated into the agent device for encrypting the MQ message 
using Hyper-Text Transport Protocol Secure (HTTPS) to provide an encrypted MQ 
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message (FIG. 6, col. 4, lines 49-60; Belfiore teaches the concept integrating an 
encryption engine into the agent device by including HTTPS within the Queue engine). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of learner and Cocotis as taught 
by Belfiore in order to make sure secure delivery of publicly transmitted data. 

9. As to claim 8, Learner discloses comprising maintaining a record of the 
messages received from the source application program (col. 7, lines 1 1-67 to col. 8, 
lines 1-16). 

1 0. As to claim 9, Learner discloses wherein the record of the messages received 
from the source application program comprises information on the number of messages 
received (col. 7, lines 1 1-67 to col. 8, lines 1-16). 

11. As to claim 10, Learner discloses wherein the record of the messages received 
from the source application program comprises information on type of messages 
received (col. 7, lines 1 1-67 to col. 8, lines 1-16). 

12. As to claim 1 8, Lerner discloses a method for transmitting high-level data in real 
time to one or more enterprises (abstract), the method comprising: 

receiving via the Internet, at a first agent acting as a spoke in a first hub and 
spoke integration system, from an application, an encrypted MQ message comprising 
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high level business data from a source application and a request to process the data 
by a server acting as a hub in a second hub and spoke integration system (FIG. 3, col. 
7, lines 1 1-67 to col. 8, lines 1-16, "there is provided the message queuing middleware 
370 similar in operation and function to the message queuing middleware 350. 
Similarly, the encryption/decryption engine 380 is configured to encrypt and decrypt 
data as with the encryption/decryption engine 340."; "the message broker based 
architecture shown in FIG. 3 contains a message broker component which provides 
message routing and transformation services in the "hub" of the "hub and spoke" 
arrangement ."): 

using a first queue manager for decrypting the MQ message (FIG. 3, col. 7, lines 
11-67 to col. 8, lines 1-16); 

storing the decrypted MQ message; and transmitting, via the Internet using 
HTTP, at each end of the Internet, the encrypted MQ message to a first queue 
manager for retransmission at a time when the network is suitable for transporting the 
message to the server (FIG. 3, col. 7, lines 1 1-67 to col. 8, lines 1-16, "The message 
queuing middleware 350 is configured to package data into messages and assure their 
delivery , even over unreliable transport media such as the internet."). 

Lerner doesn't explicitly disclose relaying the encrypted MQ message to a first 
queue manager for decoding the encrypted MQ message using a message queuing 
protocol located at said first queue manager; decrypting the MQ message using a 
Hyper-Text Transport Protocol Secure (HTTPS) security protocol and transmitting using 
MQ Series Internet Passthrough (MQ IPT), and through the firewalls at each end of the 
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Internet. However, Cocotis discloses transmitting using MQ Series Internet Passthrough 
(MQ IPT), and through the firewalls at each end of the Internet (FIG. 8, which describes 
DMZ zones, see also [0378], which provides a secure pass-though through a firewall.)- 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lerner as taught by Cocotis in 
order to make sure LAN devices are secure by separating them from the Internet. 

Although Learner discloses encryption engine for encrypting MQ messages (FIG. 
3), neither Learner nor Cocotis explicitly disclose relaying the encrypted MQ message to 
a first queue manager for decoding the encrypted MQ message using a message 
queuing protocol located at said first queue manager; decrypting the MQ message 
using a Hyper-Text Transport Protocol Secure (HTTPS) security protocol. It should be 
noted that using HTTPS to transmit secure data is well known in the art. Furthermore, 
Belfiore discloses relaying the encrypted MQ message to a first queue manager for 
decoding the encrypted MQ message using a message queuing protocol located at said 
first queue manager (FIG. 6, col. 4, lines 49-60; Belfiore teaches this concept by having 
MSMQ and HTTPS within the messaging component); decrypting the MQ message 
using a Hyper-Text Transport Protocol Secure (HTTPS) security protocol (FIG. 6, col. 4, 
lines 49-60; Belfiore teaches the concept by having an HTTPS module within the 
Messaging component). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of learner and Cocotis as taught 
by Belfiore in order to make sure secure delivery of publicly transmitted data. 
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1 3. As to claim 23, it is rejected using the similar rationale as for the rejection of 
claim 5. 

14. As to claim 24, the combination of Lerner, Cocotis and Belfiore disclose further 
comprising a protocol for telling a sender to stop sending messages so that it can 
perform bookkeeping functions (Lerner: FIG. 3, col. 7, lines 1 1-67 to col. 8, lines 1-16). 

15. As to claim 25, the combination of Lerner, Cocotis and Belfiore disclose wherein 
the encryption engine comprises a secure sockets layer protocol (Lerner: FIG. 3, col. 7, 
lines 11-67 to col. 8, lines 1-16). 

1 6. As to claim 26, it is rejected using the similar rationale as for the rejection of 
claim 5. 

1 7. As to claim 27, the combination of Lerner, Cocotis and Belfiore disclose 
comprising an instruction for storing the encrypted MQ message in a queue manager 
prior to transmitting the encrypted MQ message (Lerner: FIG. 3, col. 7, lines 1 1-67 to 
col. 8, lines 1-16). 

18. As to claim 28, the combination of Lerner, Cocotis and Belfiore disclose 
comprising an instruction for sending a message to the source application program 
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instructing the source application program to stop sending data (Lerner: FIG. 3, col. 7, 
lines 11-67 to col. 8, lines 1-16). 

1 9. As to claim 29, the combination of Lerner, Cocotis and Belfiore disclose 

comprising an instruction for maintaining a record of the messages received from the 
source application program (Lerner: FIG. 3, col. 7, lines 11-67 to col. 8, lines 1-16). 

20. As to claim 30, the combination of Lerner, Cocotis and Belfiore disclose wherein 
the record of the messages received from the source application program comprises 
information on the number of messages received (Lerner: FIG. 3, col. 7, lines 1 1 -67 to 
col. 8, lines 1-16). 

21 . Examiner's note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings in the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may be applied as well. It is respectfully requested from the applicant, in preparing the 
responses, to fully consider the references in entirety as potentially teaching all or part 
of the claimed invention as well as the context of the passage as taught by the prior art 
or disclosed by the Examiner. 
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Response to Arguments 

22. Applicant's arguments witli respect to claims 5, 18, 23 and 26 have been 
considered but are moot in view of the new ground(s) of rejection. 



Conclusion 



23. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SUMAN DEBNATH whose telephone number is 
(571)270-1256. The examiner can normally be reached on 8 am to 5 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on 571 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



IS. DJ 

Examiner, Art Unit 2435 

/Kimyen Vu/ 
Supervisory Patent Examiner, Art Unit 2435 



